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1 GLOSSARY OF TERMS  

 

Data Analytics The science of examining raw data with the purpose of drawing 

conclusions about that information1 

Data Repository  The data repository is a large database infrastructure - several databases 

- that collect, manage, and store data sets for data analysis, sharing and 

reporting2 

Data Governance Data governance comprises a holistic management system that 
describes, coordinates and manages how data move in the organization, 
responsibilities and data flows, and all risk and actions related to data.3 

Data  Collection of facts and statistics. 

Big Data The term “big data” is used to describe the exponential growth and 
availability of data created by people, applications and smart machines, 
as well as large complex data sets that are beyond the capabilities of 
traditional data-processing applications. 

IFMIS 

Integrated Financial Management Information System (IFMIS) or 
Integrated Financial Management System (IFMS) are IT applications 
used mainly for financial management. They use different ERPs e.g. 
Oracle, SAP, Epicor. 

 

 

 

  

 
1 Alexiou S. 2016. Advanced Data Analytics for IT Auditors. ISACA Journal. Volume 6 
2 Brook C. 2018. What is a data Repository. Digital Guardian 
3 Önal M.Z. 2018. Data Governance from the Actuary and Risk Management Perspectives. ISACA Journal. Volume 4 
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2 ABOUT THE GUIDE 

 

AFROSAI-E published a research paper entitled Integrating Big Data in Public Sector Audit in August 

2020. The research paper was a study of the use of big data in the public sector, both the audit and 

government sectors, in the AFROSAI region. The research paper highted some examples of use of big 

data in audit that have been shared by members of the INTOSAI Working Group on Big Data (WGBD). 

The lack of several fundamentals in AFROSAI the region was identified and highlighted in the paper; 

most notably, that the coverage of data analytics in audit assignments is low in many SAIs. In addition, 

governments in the region have challenges regarding data collection and the use of data in decision-

making.  

 

This guide therefore seeks to provide direction to SAIs on how they can be more data driven.  

 

A data driven SAI uses or treats data as strategic asset and optimally uses it to guide their decision 

making and ultimately their audits. Becoming data-driven goes beyond installing the suitable 

applications and tools, hiring a dedicated team of data professionals, committing to a significant data 

infrastructure investment, or running a one-off data literacy program - it’s more about making data 

and analytics a fundamental part of your business strategy, organizational culture, processes, and 

throughout all echelons.4 A data-driven SAI is better positioned to carry out its mandate effectively 

and efficiently by utilising data in audits and in decision-making. The guide points out aspects that may 

be considered by SAIs that are aiming to increase the use of data, from a strategic to an operational 

level. The strategic, operational and practical considerations are intended to guide SAIs in their 

decision-making at the various levels. The guide’s section on “regional perspective” draws from 

AFROSAI-E’s research findings of 2020. Where necessary and possible, the guide draws from practical 

experiences of SAIs that are already on the journey of becoming data driven. 

 

The guide target group is SAI leadership and audit management. The guide is at overall SAI level and 

hence applicable for all three types of audits (financial, compliance and performance). 

 

  

 
4 Musa, A.E. 2021, Why Organizations Need To Be Data-Driven: https://towardsdatascience.com/why-organizations-need-

to-be-data-driven-98ade3ca53a  

https://towardsdatascience.com/why
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3 GOVERNMENT DATA PRACTICES 

 

3.1 Government’s role in data governance  

Data has now become the world’s most valuable resource5. Governments have a responsibility to 

ensure good data governance as part of their digitalisation drive. They should enable the right cultural, 

policy, legal, regulatory, institutional, organisational and technical environment necessary to control, 

manage, share, protect and extract value from data6. This can increase overall efficiency and 

effectiveness in service delivery and lead to greater transparency and accountability.  

 

There is a need for SAIs to advocate for governments to automate their processes where possible as 

well as implementing good data governance. 

 

3.2 Regional perspective  

Governments' strategic considerations regarding data application in government paint the following 

picture: 

✓ Governments are increasingly realising the importance of information and communications 

technology (ICT) and implementing plans for utilising it.  

✓ Many governments recognise the value and benefits associated with the utilisation of data, 

but implementation is slow.  

✓ Key processes and reporting in the public sector need digitalisation and automation. 

✓ There is a need for SAIs and governments to look at countries’ prioritisation of digitalisation 

projects. Adequacy of the legislative regime controlling, or guiding ICT usage should also be 

reviewed.  

 

  

 
5 The Economist (2017), “The world’s most valuable resource is no longer oil, but data: Regulating the 

Internet giants”, The Economist, https://www.economist.com/leaders/2017/05/06/the-worlds-most-

valuable-resource-is-no-longer-oil-but-data. 

6 OECD, “The Path to Becoming a Data-Driven Public Sector”, https://www.oecd-
ilibrary.org/sites/9cada708-en/index.html?itemId=/content/component/9cada708-en. 
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4 UNDERSTANDING BIG DATA IN AUDITS 

  

“Big data” has become a buzzword and is often used to describe any form of data analysis. Whether 

we are dealing with big data analyses or simply analysing large amounts of data depends on the 

definition.  Simply put, big data is large in volume (terabytes, even petabytes), complex in format 

(structured and unstructured formats like photos, maps, text, video, satellite data, sound etc.) and it 

is aggregated at a high speed (velocity), making regular processing power and software inadequate. 

More attributes have been added to the definition in recent years, like value − data has become a 

commodity in itself, either by providing a competitive advantage or as an asset, and veracity − that 

questions the reliability of the data. Most SAIs are analysing data to some extent in their audits − does 

it matter whether it is big data or not so big data? We think not. “Value” should be the key word for 

SAIs. If the data analytics that we are conducting adds value to our audits, our reports and the citizens, 

we want to encourage more of it.  

 

The characteristics of big data have been defined7 by the 7 Vs below.  

✓ Volume: The amount of data being created is vast compared to traditional data sources. 

Where the volume of data was manageable and easy to analyse (e.g. measured in gigabytes) 

it now becomes overwhelmingly large (e.g. measured in Zettabytes or even Yottabytes). 

Most governments in the region have implemented integrated financial management (IFMS) 

and payroll systems (IPS), where SAIs can obtain the data they need for the financial audit. 

Volume is limited because transactions should not exceed budget.  

  

✓ Variety: Data comes in all types of formats (e.g. video, photos, satellite and geometrical data), 

including data generated within an organisation as well as data created from external sources.  

Structured financial data is still the main format used by SAIs. Some unstructured data may 

also be useful to analyse, e.g. documents like contracts and strategies. Organising the 

differently formatted data is not a simple task and it is a challenge to analyse. However, for 

many auditors the main problem with variety is that the data repositories at their disposal are 

hard copy, and a push towards digitisation is needed before the data can be utilised efficiently 

for audit.  

 

✓ Velocity: Data is being generated extremely quickly and continuously. 

Year-end audits are still the norm for SAIs. A number of real-time audits have been 

conducted with the use of data from IFMS. Hence, this option does not hinge on big data. 

 
7 Johnson, L. 2019, June: 4 Vs of Big Data & 2019, December: Three More Vs of Big Data. Isaca.org 
https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2019/volume-12/4-vs-of-big-data 
https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2019/volume-25/three-more-vs-of-
big-data 
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Further, the challenge for most governments in the region is to generate adequate and 

usable data, not that data is generated too quickly and continuously.   

 

✓ Veracity: Data must be verifiable, based on both accuracy and context. 

Data is used as audit evidence, which means that it has to be sufficient and appropriate. 

Verifying data with large volume, velocity and variability is a challenge. However, many 

auditors are facing this problem now because the government does not have a holistic plan 

for data collection and maintenance. 

 

✓ Variability: Big data is extremely variable and always changing. 

Replicability is important in audit, meaning if you produce a result, another auditor should 

be able to replicate the analysis and get the same result. This may not be achieved because 

of data variability. 

 

✓ Visualisation: Analytic results from big data are often hard to interpret; therefore, translating 

vast amounts of data into readily presentable graphics and charts that are easy to understand 

is critical to end-user satisfaction and may highlight additional insights. 

 

✓ Value: Organisations, societies and consumers can all benefit from big data. Value is 

generated when new insights are translated into actions that create positive outcomes. For 

example, data collection to track progress on SDGs. Insights drawn from efficient use of data 

can be used to implement policies that target and solve specific challenges. However, a lot 

can be accomplished with implementation of fundamental data analytics, which is also a 

prerequisite for overcoming the challenges caused by big data. 
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5 BECOMING A DATA-DRIVEN SAI 

 

5.1 Regional perspective (challenges)  

The AFROSAI-E study, conducted in 2020, showed there were several data governance bottlenecks in 

the public sector. Governments are lagging behind regarding openness and access to government 

data. The access to government data is not easy both from within government and outside (public 

access to government data).  

 

Other challenges faced by SAIs in the use of data in audit arise from within the organisation: 

✓ The need to build capacity in more advanced data analytics.  

✓ Analysis of financial data in the audit of financial statements is the predominant form of data 

analysis in the region.  

✓ SAIs have not taken the appropriate steps to form partnerships to ensure access to relevant 

data, also beyond financial data. 

✓ Data analytics is still in the initial stages in most SAIs in the region. 

✓ The SAIs in the region do not have adequate people and processes, nor the technology to build 

capacities in big data analysis. Very few SAIs have assessed their internal capacities, which 

implies that there is not proper buy-in from the top. There is a lack of expertise in the data 

field. Processes to identify data sources and form partnerships are not yet fully developed.  

 

5.2 Benefits of being Data-driven 

A data driven SAI uses or treats data as strategic asset and optimally uses it to guide their decision 

making and ultimately their audits. Becoming data-driven goes beyond installing the suitable 

applications and tools, hiring a dedicated team of data professionals, committing to a significant data 

infrastructure investment, or running a one-off data literacy program - it’s more about making data 

and analytics a fundamental part of your business strategy, organizational culture, processes, and 

throughout all echelons4. 

 

Benefits that accrue from being data driven are of enhanced decision making arising from the facts in 

the data. A data driven SAI can use data to bring in audit efficiencies and importantly live principles of 

INTOSAI P-12 in providing objective insight. This insight is obtained from data, and it can support 

beneficial change in the public sector. 

 

These benefits of being data-driven can be: 

• Use of bigger and better data sets in providing useful insights for better decision making 

• Enhanced audit data analysis 

• Better risk assessment and predictive analysis 

• Ready access to audit or decision-making relevant data 

• Readiness to utilise big data in audit 
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5.3 Becoming a data-driven SAI 

Given the level where SAIs are, several things need to be in place for the SAIs to become more data 

driven. The processes that SAIs need to implement, identified from the AFROSAI-E study of 2020, are 

shown in the diagram below. 

 

 

5.3.1 Strategic vision   

When an organisation employs a data-driven approach, it means making strategic decisions based on 

data analysis and interpretation. A data-driven approach enables SAIs to examine and organise their 

data with the goal of better fulfilling their mandates and serving the public.  

 

Leadership may have a strategic position about data with clear objectives and/or goals. This will set 

the tone for what the SAI wants to achieve with its data program. This can be achieved as an integrated 

approach to strategic planning, meaning it forms part of the overall SAI strategy, or as a separate 

strategy, depending on the SAI. The key is to ensure that it is institutionalised by the SAI and integrated 

into organisational processes. 

 

It is imperative that the SAIs take accurate strategic stock before developing or incorporating the data 

strategy into the main organisational strategy. Several frameworks and tools can be used for this. 

(Refer to AFROSAI-E’s Strategic Planning Handbook and Risk Management Guidelines on how to 

determine strategic goals.)8  

 
8 AFROSAI-E, 2010. Strategic Planning Handbook, Pretoria: AFROSAI-E 

Strategic 
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The SAIs may have a clear strategy for data analysis, in the SAI processes as well as in all three types 

of audits (financial, compliance and performance), which will ensure buy-in throughout the 

organisation. The strategy may include the following aspects:  

✓ Direction and impact: The utilisation of data in audit must have a purpose. The SAI may assess 

how data analytics can be integrated in the three types of audits and what its desired impact 

may be. The assessment may also identify risks that the SAI must address to achieve its goals. 

✓ People: To become more data driven, the SAI must assign clear roles and responsibilities. The 

HR department, in collaboration with the various audit departments, must assess whether the 

necessary skills can be found in-house or whether recruitment is needed. Training programs 

for staff may have to be designed and implemented, for both auditors and data analysts.  

✓ Processes: The SAI may identify stakeholders and form partnerships with both government 

institutions and external institutions that maintain relevant data repositories to ensure 

continuous access to all relevant data. Where there is a lack of data or government fails to 

update or keep data in machine-readable and reusable formats, the SAI needs a strategy to 

find alternative data sources. The SAIs may also include any shortcomings in governments’ 

data handling in their reports and recommendations. Processes to transfer the data from the 

auditee/data partner to the office and distribute it to relevant audit teams will have to be 

designed and implemented. The SAI may also put in place mechanisms to ensure the data is 

credible and can be used in data analytics. 

✓ Technology: Through its assessment of its capabilities, the SAI may find that its infrastructure 

of network, storage, processing power and analysis tools is not adequate. Investments in 

technology may be a significant cost and a plan for scaling towards the desired level may be 

included in the SAI’s strategy. 

✓ Legislative considerations: The SAI may ensure its strategy takes into consideration legislative 

provisions for data protection. Most countries have implemented data protection regulations 

in recent years. These regulations aim to protect the citizens’ personal data from unauthorised 

use and make it easier for citizens to raise complaints if their data is being misused. 

 

 

 

 

 

 
  AFROSAI-E, 2011. Risk Management Guidelines for SAIs, Pretoria: AFROSAI-E. 
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5.3.2 Data repositories  

It is important for SAIs to identify stakeholders and repositories of data, and form partnerships that 

will enable access to this data. These data repositories maybe in the form of data libraries, archives or 

databases.  

 

Some examples of these stakeholders can be national statistical agencies, Non-Governmental 

Agencies, Development partners. Some examples of these data repositories can be on economic 

performance, health, citizens, government project implementation, judiciary records, performance-

related information regarding sustainable development goals (SDGs). Further, SAIs may promote 

Experiences of SAIs from the AFROSAI-E region regarding 

strategic vision 

SAI 1 

The use of data is incorporated into the audit methodology. Complex environments, having 

integrated systems with transactions mostly automated, are identified. 

The strategy to apply advanced data analytics was compiled through a collaborative process 

to align with strategic objectives of the SAI and ensure buy-in on all levels. The strategy was 

broken down into action plans with milestones covering the envisaged years to implement 

the strategy. Data analysis is included in the SAI strategy as a specific goal to be achieved. A 

critical element included in the achievement of the goal, is the determination of the required 

resources as well as the competencies required.   

The SAI’s advanced data analytics makes use of interactive dashboards and incorporates 

emerging technologies such as machine learning and artificial learning into data analysis.  

Value-add in using data in audit is determined from stakeholder feedback. A stakeholder’s 

satisfaction survey is sent where opinions are obtained on the holistic experience from the 

data analysis provided and how it impacted the audit. 

SAI 2 

Data analysis and analytics is an integral part of the SAI’s strategy. Further, all audit staff are 

required to perform data analysis during the audit process. A tool is provided to perform data 

analysis. 

The SAI formed a Data Science Subdivision with clear objectives. Training and tools are 

provided to the team to ensure they achieve the subdivision’s mandate. 

The SAI identifies, keeps and updates profiles of key information systems deployed by 

auditees, the data the systems generate and reports they produce. This information is 

analysed to gauge if there are any gaps in terms of: 

(a) The skills required to perform advanced analysis/analytics of such data. 

(b) Tools required to do the analysis. 

(c) Structure and processes that need to be in place. 

(d) The decisions required to be made based on the data analytic results 
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openness of data and nudge governments to ensure that public data is available in a machine-readable 

and reusable format, easily accessible to the public online, and that datasets are up to date and kept 

regularly updated. 

 

For data being accessed, the SAI needs to consider compliance with data privacy requirements, 

especially when it comes to personally identifiable information, financial information and other 

sensitive information. However, there is a lot of data that is available that does not contain personally 

identifiable information.  

 

In many audits, it may not be necessary to have the actual identifiable information and the SAI may 

consider the possibility of de-identifying personal information. This may make it easier to access the 

inform as well as reduce risk when storing the data. 

 

The SAI must also ensure data veracity and may consider having a “mind map” to visualise how the 

various government databases are interlinked and how confirmations can be made across data sets. 

 

 

 

5.3.3 Core data responsibilities and processes  

The responsibility of handling data may be vested in a particular department, function, individual or 

role, depending on the SAI’s structure. This department/role/function may be positioned in such a 

way that they are able to provide central support to the audit office. This core data 

Experiences of SAIs from the AFROSAI-E region regarding data 

repositories 

SAI 1 

Partnerships have been in place for numerous significant data sources. The current strategy 

seeks to expand the horizons to more stakeholders and access to data sources required for 

audit purposes. This is a continued drive and not a one-off exercise. 

The SAI has continued access to financial data where partnerships are in place. Any financial 

or other data required for audit is accessible through a request, i.e. on a case-by-case basis. If 

possible, a partnership is then established going forward for continued access/availability. 

SAI 2 

The SAI has identified data repositories and even has access rights to key government systems 

like the IFMIS to access data. 

The SAI has identified the following key Stakeholders: Bureau of Statistics; Ministry of Finance 

(They keep a huge database of Financial); The e-Citizen where a huge repository of data is 

kept from the Citizens’ transaction when they access government services; Development 

Partners such as the World Bank,  
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department/role/function may be responsible for central data collection, storage, cleansing, scripting 

and initial data analytics. This would assist to reduce data redundancy within the SAI, improve 

accuracy, improve efficiency and reduce duplication of data analytics efforts in the office and provide 

an overall analytical view of audit data and relationships. 

 

The central data department/role/function may establish the audit and management data needs in 

the SAI. This will ensure they collect data for a purpose and draw patterns/conclusions from data from 

an overall perspective.  

 

Having identified the data universe and established office needs, the SAI may set up processes for data 

collection and management. This will govern how, when and what data the SAI collects from various 

government departments. The processes may be agreed with clients and must comply with 

government legislation or frameworks as well as the information security policies of the client/SAI. 

These processes must be structured into procedures that will ensure that the SAI can manage the 

information security concerns around data exchange. Data should not be exchanged using unsafe 

means like external drives, personal emails or mobiles (where there are no supporting policies). 



   
 

 15 
 

 

 

5.3.4 Competency requirements 

 

The transformation towards becoming data driven includes defining and building a new set of skills 

and competencies for auditors and managers. Data analytics affects all phases of an audit, and these 

unique skill sets for auditors are becoming more and more important.   

 

AFROSAI-E’s Integrated Competency Framework supports SAIs by defining information technology (IT) 

and data science-related competency requirements. The framework defines specific competencies 

Experiences of SAIs from the AFROSAI-E region regarding data 

processes 

SAI 1 

The SAI has a dedicated centre to perform the data responsibilities of collection, storage, 

cleansing, scripting and analysis. 

Once the strategy has been set and agreed, it is broken down into initiatives/actions with 

milestones projected over the duration of the strategy. The actions are allocated to team 

leaders/champions to implement. Milestones are broken down into project deliverables and 

monitored accordingly for progress. 

Governance policies are in place to regulate the data obtained, including the safeguarding, 

duration of keeping/storing the data as well as the destruction/deletion of the data. The 

policies encompass any national legislation such as the protection of information act. 

There is full integration with audit departments, thus analysis is designed to address the audit 

risks for which data analysis can provide audit evidence or assist to gain efficiencies in the 

audit process. Where there are opportunities to standardise analysis, these are capitalised on. 

These opportunities present themselves when similar systems are in use or business 

processes exist. Scripting is applied throughout in order to gain efficiencies for repeating said 

design analysis in the following years. 

SAI 2 

The SAI has a data science and system assurance. The team identifies the data to analyse and 

extraction methods required for that data. After analysis the reports are put in a standard 

format and shared with audit directors for further investigations and/or inclusion in the draft 

audit report to the clients. A brief is also prepared and shared with the AG. IFMIS data is 

analysed before the start of each audit cycle and the financial auditors must factor the 

findings of this analysis into their work plan. 

A form has been designed and shared in SharePoint where teams input their contributions 

beforehand. Further other opportunities are provided to get feedback from the audit 

departments (workshops, emails, dashboards, meetings etc). 
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(knowledge and skills) required for audit and non-audit, like data scientists and IT staff (IT support, 

data managers and data analysts).    

 

The SAI can use the Integrated Competency Framework to: 

✓ Determine the skills required for auditors, data managers, data analysts etc. 

✓ Develop job profiles.  

✓ Develop case studies for recruitment.  

✓ Assess the current skill sets of personnel. 

  

Some of the IT-related competencies in AFROSAI-E’s Integrated Competency Framework are 

highlighted in appendix 1. In addition to the competencies in appendix 1, the following critical skills 

will be required from staff in a data-driven SAI:  

✓ Analytical skills.  

✓ Data visualisation skills.  

✓ Big data tools.  

✓ Programming − algorithms, data structures and object-oriented languages. 

✓ Coding quantitative and statistical analysis. 

✓ Problem-solving.  

✓ Structured query language (SQL). 

✓ Data mining. 

✓ Data value chain. 

 

To become data-driven organisations, SAIs need to rethink the way auditors and managers are 

recruited, contracted, deployed, managed and developed.   

 

Recruitment for a data-driven SAI  

Once the job profiles of staff have been developed, the SAIs will follow a competency-based 

recruitment process to attract, assess, place and induct staff with the right functional knowledge, skills 

and behavioural competencies to excel in a data-driven SAI environment. AFROSAI-E’s recruitment 

assessment tools now allow SAIs to engage in an objective and standardised selection process for all 

staff. The assessment tools test potential candidates’ numerical, analytical, problem-solving, reading 

and culture-fit abilities.  

 

Training and development for a data-driven SAI 

Developing the audit professional in the SAI may involve an integrated learning approach focusing on: 

✓ Cultivating knowledge through formal learning (e.g. formal qualification).  

✓ Learning new skills through on-the-job learning. 

✓ Building competencies through workshops, seminars and on-line training. 

✓ Developing organisational and ICT capacity through E-learning.  

✓ Keeping up to date with trends in the specialised aspect of audit through self-learning.  
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✓ Obtaining a professional certification in the area of expertise (e.g. CPA, ISACA membership 

and certification).  

 

Staff retention in a data-driven SAI  

Auditors with these unique skill sets are in short supply, difficult to find and tougher to retain. They 

are passionate about technology, learning to show their knowledge and calibre to the world.  So how 

does the SAI ensure that it keeps its top performing staff and keeps them engaged and committed? 

 

One of the most important interventions for a data-driven SAI is to develop a retention plan to retain 

these staff members. A retention plan refers to SAIs’ activities to retain high-performing staff and staff 

with critical skills. The retention plan may reduce turnover and attrition and ensure staff engagement. 

The main goal of a retention plan is to meet the expectations of staff without losing sight of the SAI’s 

goals to ensure maximum return on investment. 

 

The SAI can develop a retention plan following the 4 Rs Model of Retention9. (Refer to appendix 2.) 

  

 
9 Paulette. (2016, July 10). The Three R’s of Employee Retention – Rewards, Recognition and Respect. 

Hentet fra Fresh HR Insights: http://www.freshhrinsights.com.au/three-rs-of-employee-

retention/ 
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5.3.5 Technology and infrastructure 

For the SAI to be data driven, it needs to have adequate information technology infrastructure to 

support the SAI. The SAI’s technology plan may be developed on the basis of the need for data 

collections, storage, manipulation and exchange. The data repositories will drive some of these 

technology infrastructure needs. Other drivers may be legislative requirements of 

evidence/information retention. 

 

SAIs may consider the following: broadband connectivity, server capacity needs, data storage 

operations, SQL licences, Power BI, cloud possibilities and restrictions (including where the data is 

hosted), if there are supporting country legislation and tools. 

 

For tools and technology used by auditors, SAIs’ considerations may include cost of tools and 

availability of free tools (e.g. R and Python), type and size of data used and data manipulation needed, 

type of tool or implementation options e.g. server/dongle/single or multiple user and fit for purpose.  

 

The SAI may have a policy for which software is allowed to be used which should communicated to all 

staff. 

Experiences of SAIs from the AFROSAI-E region regarding 

competency requirements  

SAI 1 

Action is in progress to assess the skills and competencies needed to achieve the data analysis 

goals outlined in the SAI’s strategy. Data analysis skill sets are included in job descriptions. The 

responsible dedicated department for data analysis in conjunction with HR and with 

assistance from a job evaluation expert were involved in the job description process. Once the 

required skill set for a data scientist is determined, it will be included in a job description. 

Staff turnover remains a challenge for highly sought-after skills such as data analysis. 

Recruitment is continuous to fill vacant positions.  

The data analysis training is not incorporated into the standard training programme for 

auditors. Separate training programmes for data analysis are available upon request. 

SAI 2 

The data science team formed is multidisciplinary, but we are in the process of building 
capacities in the relevant areas such as but not limited to: Advanced Excel, Structured Query 
Language (SQL), Advanced Teammate analytics, R and Python-Statistical Programming and 
other relevant tools and also skills in presentation. 

Other skills include critical thinking, data visualisation and machine learning. 
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Automation in audit can: positively influence the performance of audit work; enhances auditors’ 

values, ethics and attitudes and monitoring of the same; enhances the documentation of audit work; 

improve timeliness of delivery of audits; enhance auditors’ interactions with relevant stakeholders; 

improve efficiency, saving money (with paper saving, for example) and time (with automatic file 

sharing and synchronization, for example). These all influence the quality of the audit reports 

produced by SAIs.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5.4 Integrating data in audit 

To utilise data successfully, the SAIs must ensure seamless integration with their existing planning and 

audit processes. One of the things that SAIs can consider doing is to develop and implement data 

analysis cycles that can be easily integrated into their audits. In financial audit, data can be utilised in 

conducting client risk assessment and planning, as well as performing the audit. In performance or 

compliance audit data can be used in area watching or selection of appropriate subject matters and 

the main study. Further, good use of data can enable formulation of better audit questions/objectives. 

 

For financial audit, the SAI may start with financial data from IFMIS. The data in the IFMIS can be used 

for client risk assessment during planning. This maybe something the SAI may find easy to replicate 

year after year since the data sets have the same formats and the analysis may be the same or 

comparable year to year. 

Experiences of SAIs from the AFROSAI-E region regarding 

technology and infrastructure  

SAI 1 

The SAI uses powerful desktops (high specifications) to process the data. From a software 

perspective, ACL/Galvanize is used.  With the strategy rollout, Power BI is used as 

visualisation/dashboarding tool. 

Budgets for tools are prepared in line with annual needs for licences and in line with 

established contracts with service providers.  Procurement of new software/tools/hardware 

is done through the SAI’s procurement office in line with requirements. The number of 

licences needed is assessed annually in line with usage/take-up within the SAI.  

The audit department drives the need and then the procurement office acquires in line with 

the need.  As and when necessary, tenders are issued to acquire software/tools/hardware and 

suppliers are contracted after award. 

SAI 2   

The tools used are mainly Teammate Analytics, R and Python, SQL. 
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5.4.1 Planning 

SAIs’ overall annual audit plan ─ Data can be used in the annual planning process to select and 

prioritise assignments and subject matters and allocate resources for greater impact. Starting the 

annual planning process by looking at personnel and transactional data from the prior year’s audit, as 

well as data collected from ministries, departments and agencies (MDAs) (like stakeholder surveys) 

and citizens’ feedback (e.g. citizen app) can lead to better decision-making. In SAIs where data 

analytics is not integrated in all assignments, the SAI may identify clients where data analysis may be 

prioritised on an annual basis. This will enable them to optimise their scarce resources.  

 

Audit planning ─ The inclusion of data analytics skills in the audit team may be considered as part of 

the overall team skills. The engagement team may include information like data sources and 

population, methods and application of analyses in their planning documents.   

 

5.4.2 Accessing data  

 

SAIs’ partnerships and identified data sources (see section 5.3.2) will enable the SAIs to access the 

right data needed for audit. The SAI may develop policies and procedures on how to collect and 

transfer data from the client (or another repository) to the SAI securely and efficiently. The SAI may 

also develop policies and procedures on how data should be stored securely at the SAI and who can 

access the data at the SAI, in accordance with national legislation (i.e. data protection regulations).  

 

5.4.3 Data integrity verification 

Data integrity verification or validation is a key step for the auditor to confirm the completeness, 

accuracy and validity of information that they will be using for their analysis. The SAI may develop 

policies and procedures for how to validate the data that they use as audit evidence.   

 

See appendix 3 for more details on planning, accessing data and verification. 
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Experiences of SAIs from the AFROSAI-E region regarding 

integrating data in audit 

SAI 1 

During the planning phase, the scope of the data analysis is determined through interactions 

with the audit team. If required, the data dictionary is requested to gain an understanding as 

well as interaction with the data owners and ICT. The scope is translated into a data 

requirement, which is then articulated into a request for information to the auditee. The 

format in which the data is required is also specified. Unless direct access tools for data 

extraction is used, the auditee will extract the data and make it available to the data analysis 

team. This can be achieved via various sharing platforms such as FTP or shares like OneDrive 

or collection on site.  

Any data is secured through encryption of hard drives and through layers of protection on the 

network. The data analysis team has its own LAN secured by firewalls and two-tier 

authentication. USB ports are deactivated for office laptops to prevent unauthorised 

information-sharing. 

For data integrity verification, as far as practically possible, all financial data is reconciled with 

the trial balance. For non-financial data such as vendor data, control totals and hash totals are 

used to verify the integrity of the data received. Other verification methods include cross-

checking vendors to payment files, employees to payroll, etc. 

SAI 2 

Data is handled as per the official information security measures put in place by the office. 

Most analytic tools used have an inbuilt data integrity verification mechanism. The tools do 

not allow analysis to commence before the integrity tests have been passed. 

For Government bodies the law allows the Auditor-General to have unlimited access to the 

client’s data. The SAI determine the type of data the client is hosting and decide on the best 

access method. 

The SAI does not have direct access to other stakeholders like commercial banks, Mobile 

Companies etc, who offer services to Government. Any data required for audit or analysis has 

to be requested e.g. Bank statements. 

To ensure data veracity, the SAI uses methods such as: 

• Requesting for read only access to live database 

• When data is requested from client the SAI puts in place measures to ensure 

authenticity of the data and incorporate controls to ensure non- repudiation. Data 

dumps need to be verifiable and authentic  

• Control data need to be identified e.g totals in the reported Financial Statements, 

Financial Statements’ supporting schedules, etc 

• Before the data obtained from the client systems is used it must be cleaned and tested 

for integrity. Some of the tools we use e.g Teammate Data Analytics have inbuilt 

functionalities to verify data e.g sheet checker 

For copying data, this may be SAI specific depending on any existing data protection laws 

however things to consider is whether the data being copied and shared is authentic, has not 

been manipulated, and best practices have been applied when obtaining and sharing the data. 
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5.5 Actions to become data driven in other regions 

Some actions taken by SAIs in other regions to be data driven are the following: 

✓ SAI Chile: Implementing a data office that is charged with keeping an up-to-date database, but 

still has a separate unit for data analytics.   

✓ SAI Finland: Central audit – risk analysis from overall financials and looks at key issues being 

audited10. 

✓ SAI Estonia: Will introduce a focus on developing its data analytics capability11. 

✓ SAI Belgium: Hiring academically trained social scientists with data skills, performing a survey 

to detect experience (and interest) in data analytics among existing staff, organising a global 

training session on the basics of data analytics and forming a “DataLab” discussion group that 

helped spread data analytics agency-wide through monthly meetings incorporating organised 

training, advice and assistance from data specialists12. 

✓ SAI Norway: Has implemented an innovation lab that focuses on data science, as well as audit 

of emerging technologies like algorithms and machine learning. 

 

  

 
10 FINLAND: NAOF is accelerating the development of digitalisation and data analytics according to its strategy 
to improve the impact of auditing ─ EUROSAI IT Working Group (eurosai-it.org) 
11 European Court of Auditors, 2020. [Online]. Available at: https://medium.com/ecajournal/big-data-analysis-
and-modern-supreme-audit-institutions-tearing-down-the-walls-of-data-kingdoms-2055f7221d49 
12 Koen Van der Bracht, SAI of Belgium, 2020. Data, Auditing & Strategy: Unlocking Knowledge in Capitalizing 
on Opportunities, Addressing Challenges. International Journal of Government Auditing. 
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6 APPENDIX 1: IT-related competencies 

 

Enabling IT tools To use IT tools and computer assisted auditing techniques effectively and 

efficiently in the general conduct of the business of the SAI and in 

individual engagements. 

IT environments at 

clients 

To evaluate computerised information systems and environments and to 

develop, perform and document audit procedures for computerised 

information systems and environments.  
Computer networks  Knowledge of installing, configuring and maintaining the computer 

networks of the SAI. 

Desktop support  Knowledge and ability to provide direct or remote desktop user assistance 

to SAI staff members. 

Computer hardware 

maintenance 

Knowledge of maintaining and repairing computer hardware. 

Computer software 

support 

Knowledge of updating and upgrading software, installing new operating 

system versions, modifying user rights and properties. Installation and 

removal of applications. 

Manage hosting 

providers 

Knowledge to manage 3rd party IT hosting providers who provide dedicated 

servers and associated hardware to the SAI. 

Website development 

and maintenance 

Knowledge of the web development process, web design, web content 

development, client-side/server-side scripting and network security 

configuration. 

Database development Knowledge of database technologies, database administration, database 

setup, expanding database functionality and developing new databases. 

IT architecture Knowledge of methodical IT specifications, models and guidelines, formal 

and informal IT solutions, and infrastructure architecture processes.  
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7 APPENDIX 2: 4 Rs Model of Retention 

 

✓ Reward: Extra benefits and incentives.  

✓ Recognition: Meet your staff regularly to discuss their work, what motivates them, their 

professional development and the long-term vision for their career at the SAI. Give staff the 

opportunities to learn and grow in their knowledge, skills and career – coaching, attending 

seminars, training, conferences etc. Promote from within whenever possible; have clear 

paths of advancement for staff. 

✓ Respect: Allow staff to offer ideas, have open communication and give feedback – let staff 

feel comfortable doing this and encourage their involvement in projects outside their normal 

work. Ensure a fair and equitable organisation – treating staff equally is very important in 

retaining them. 

✓ Relationships: Managers have an important role in the retention of staff. It’s very important 

that the manager does not make the staff member feel undervalued. Examples of good 

supervision include providing feedback about performance, having regular meetings and 

being clear about work expectations. 

 

 

  



   
 

 25 
 

8 APPENDIX 3: Data manipulation considerations  

During the audit, while conducting data manipulation/Analysis, the auditors or those assisting the 

auditors need to ensure veracity if the auditors are to draw the right conclusion from the data they 

are analysing. To address this data manipulation risk, SAIs may consider the following in their data 

analysis cycle: 

 

8.1.1 Planning 

The auditor may liken this data analysis planning process to the audit planning process. It is key to the 

data analysis the auditor will do and is guided by the purpose or intention of using the data-analysis. 

The auditor should be clear about the: 

✓ Audit objectives – when data analysis is being used, the overall objective and scope of an audit 

does not change. Data analysis is a tool that can be used to achieve the objective. 

✓ Characteristics of the population, appropriateness of sampling and sampling unit. 

✓ Purpose for data analysis. In the sampling case, the auditor wants to select a sample that is 

representative of the population. 

✓ Data files and fields required. What files and fields are important or needed for the analysis. 

✓ Tools available to the auditor for conducting the data analysis. 

✓ Staff capabilities (this may be for data analysis, system knowledge). 

✓ Data formats that the audit team can work with. Some formats require more expertise and 

time for conversions. 

✓ Period the data to be requested should cover. 

✓ Data analytics scope, timelines and reconciliation expectations of the audit team. 

 

To understand data fields and various aspects of data, the auditor may request a data dictionary. A 

data dictionary will give definitions of the data being used (e.g. structures, relations, fields, types).  

 

8.1.2 Accessing data  

Data access and preparation can be a challenging step within the audit process. Some considerations 

are: 

✓ Planning – the auditor should plan how to obtain relevant data. This should be clear from the 

request to transfer. 

✓ Locating data – auditors need to know where the client’s data is located and who the key 

personnel in the organisation are. Some of the players and reasons the auditor needs to know 

them are: 

➢ Data owner – the owner of the data and to whom the request for data is made. They also 

sign off on the data provided for data analysis purposes. 

➢ Users – these are the people in the entity who create, edit or delete data. The auditor may 

need to interact with them to understand the data being used for data analysis. The users 

may be best placed to inform the auditor about what data to expect, exceptions etc. 

➢ Custodians – these are the people who are charged with maintaining data. They oversee 

controls of access to the data. 
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➢ Where – this relates to where or how the data is stored. This may give the auditor 

assurance or concern. 

✓ Data request – to whom may the request be made and what may be the content of the data 

request letter? 

✓ Data transfer ─ how will the data be transferred? The auditor must use secure data transfer 

modes, e.g. use of personal devices or emails may not be appropriate where the SAI has no 

bring-your-own-device (BYOD) policy or if the government regulations do not permit it. Use 

of portable storage devices may also introduce risk of data loss or leaks. 

 

8.1.3 Data integrity verification 

Data integrity verification or validation is a key step for the auditor to confirm the accuracy of 

information that they will be using for their analysis. If the data used is flawed, then the analysis results 

will also be flawed. Data integrity typically comprises checking the following: 

✓ Accuracy – data is free from errors. 

✓ Completeness – data includes all the relevant records, fields, values and the defined period. 

✓ Consistency – the data satisfies sets of definitions or constraints that were applied and 

maintained in the same manner during the entire period and in all reports. 

✓ Reliability – independent custodians and users obtain the same results when applying the 

same definitions and constraints. 

✓ Timeliness – data is available when required by the auditor.  

 

Some methods of data integrity verification the auditor may use are: 

✓ Discussions with users – how to do data validations, how to deal with expectations. 

✓ Discussions with data custodians – to gain knowledge of how change controls are 

implemented.  

✓ Validation checks including data type, format check, unique check, range check, length check 

etc. 

✓ Batch totals and screen shots from systems for number of transactions or records and total 

amount. 

✓ Check for duplicates.  

✓ Comparing two related sets of data to check for consistency, e.g. customer details in the 

customer listing against customer details in the invoice. 

✓ Information system auditors provide assurance on system-producing data including review of 

system logs to identify any manipulation of data. 

 

Other considerations 

✓ The needs of all audit departments (financial, compliance and performance) should be 

considered in data manipulations. 

✓ Use of scripts ─ core data teams can create special-purpose scripts for recurrent data 

manipulations. 
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*It must be noted that some data integrity steps may actually be audit steps being conducted by the 

auditor. Additionally, the amount of data verification done may be guided by the analysis or use of the 

data. 


